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labclub@raspberrypi:~ $ host google.com
google.com has address 142.251.16.138
google.com has address 142.251.16.100
google.com has address 142.251.16.139
google.com has address 142.251.16.102
google.com has address 142.251.16.113
google.com has address 142.251.16.101
google.com has IPv6 address 2607:f8b0:4004:c17::8a
google.com has IPv6 address 2607:f8b0:4004:c17::64
google.com has IPv6 address 2607:f8b0:4004:c17::66
google.com has IPv6 address 2607:f8b0:4004:c17::65
google.com mail is handled by 10 smtp.google.com.
labclub@raspberrypi:~ $ 

https://manpages.debian.org/bookworm/bind9-host/host.1.en.html


labclub@raspberrypi:~ $ nslookup google.com
Server:        128.8.120.19
Address:    128.8.120.19#53

Non-authoritative answer:
Name:    google.com
Address: 142.251.16.138
Name:    google.com
Address: 142.251.16.139
Name:    google.com
Address: 142.251.16.102
Name:    google.com
Address: 142.251.16.100
Name:    google.com
Address: 142.251.16.113
Name:    google.com
Address: 142.251.16.101
Name:    google.com
Address: 2607:f8b0:4004:c17::8a
Name:    google.com
Address: 2607:f8b0:4004:c17::64
Name:    google.com
Address: 2607:f8b0:4004:c17::66
Name:    google.com
Address: 2607:f8b0:4004:c17::65

labclub@raspberrypi:~ $ 

https://manpages.debian.org/bookworm/bind9-dnsutils/nslookup.1.en.html


labclub@raspberrypi:~ $ nslookup -type=ns google.com
Server:        128.8.120.19
Address:    128.8.120.19#53

Non-authoritative answer:
google.com    nameserver = ns4.google.com.
google.com    nameserver = ns3.google.com.
google.com    nameserver = ns2.google.com.
google.com    nameserver = ns1.google.com.

Authoritative answers can be found from:
ns1.google.com    internet address = 216.239.32.10
ns4.google.com    internet address = 216.239.38.10
ns3.google.com    internet address = 216.239.36.10
ns2.google.com    internet address = 216.239.34.10
ns1.google.com    has AAAA address 2001:4860:4802:32::a
ns4.google.com    has AAAA address 2001:4860:4802:38::a
ns3.google.com    has AAAA address 2001:4860:4802:36::a
ns2.google.com    has AAAA address 2001:4860:4802:34::a

labclub@raspberrypi:~ $ 

https://manpages.debian.org/bookworm/bind9-dnsutils/nslookup.1.en.html


labclub@raspberrypi:~ $ nslookup google.com
Server:        128.8.120.19
Address:    128.8.120.19#53

Non-authoritative answer:
Name:    google.com
Address: 142.251.16.138
Name:    google.com
Address: 142.251.16.139
Name:    google.com
Address: 142.251.16.102
Name:    google.com
Address: 142.251.16.100
Name:    google.com
Address: 142.251.16.113
Name:    google.com
Address: 142.251.16.101
Name:    google.com
Address: 2607:f8b0:4004:c17::8a
Name:    google.com
Address: 2607:f8b0:4004:c17::64
Name:    google.com
Address: 2607:f8b0:4004:c17::66
Name:    google.com
Address: 2607:f8b0:4004:c17::65

labclub@raspberrypi:~ $ 

labclub@raspberrypi:~ $ nslookup google.com 1.1.1.1
Server:        1.1.1.1
Address:    1.1.1.1#53

Non-authoritative answer:
Name:    google.com
Address: 142.250.31.100
Name:    google.com
Address: 142.250.31.139
Name:    google.com
Address: 142.250.31.101
Name:    google.com
Address: 142.250.31.138
Name:    google.com
Address: 142.250.31.113
Name:    google.com
Address: 142.250.31.102
Name:    google.com
Address: 2607:f8b0:4004:c07::66
Name:    google.com
Address: 2607:f8b0:4004:c07::8a
Name:    google.com
Address: 2607:f8b0:4004:c07::65
Name:    google.com
Address: 2607:f8b0:4004:c07::8b

labclub@raspberrypi:~ $ 

https://manpages.debian.org/bookworm/bind9-dnsutils/nslookup.1.en.html


labclub@raspberrypi:~ $ dig google.com

; <<>> DiG 9.18.33-1~deb12u2-Debian <<>> google.com
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 274
;; flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
; COOKIE: 2c2057ec0075e2ea0100000067c5ecae05519ddeafe9bc01 (good)
;; QUESTION SECTION:
;google.com.            IN    A

;; ANSWER SECTION:
google.com.        300    IN    A    142.251.16.102
google.com.        300    IN    A    142.251.16.101
google.com.        300    IN    A    142.251.16.139
google.com.        300    IN    A    142.251.16.100
google.com.        300    IN    A    142.251.16.138
google.com.        300    IN    A    142.251.16.113

;; Query time: 11 msec
;; SERVER: 128.8.120.19#53(128.8.120.19) (UDP)
;; WHEN: Mon Mar 03 12:53:50 EST 2025
;; MSG SIZE  rcvd: 163

labclub@raspberrypi:~ $ 

https://manpages.debian.org/bookworm/bind9-dnsutils/dig.1.en.html


labclub@raspberrypi:~ $ ping google.com -c 4
PING google.com (142.251.16.101) 56(84) bytes of data.
64 bytes from bl-in-f101.1e100.net (142.251.16.101): icmp_seq=1 ttl=53 time=4.36 ms
64 bytes from bl-in-f101.1e100.net (142.251.16.101): icmp_seq=2 ttl=53 time=4.04 ms
64 bytes from bl-in-f101.1e100.net (142.251.16.101): icmp_seq=3 ttl=53 time=4.11 ms
64 bytes from bl-in-f101.1e100.net (142.251.16.101): icmp_seq=4 ttl=53 time=13.0 ms

--- google.com ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 4.039/6.382/13.018/3.832 ms
labclub@raspberrypi:~ $ 

https://manpages.debian.org/bookworm/inetutils-ping/ping.1.en.html




bind9-dnsutils nslookup dig
bind9-host host

dnsutils bind9-dnsutils
dnsutils



cat



/etc/hosts



NetworkManager

connection con

sudo systemctl restart NetworkManager
up down

<subnet-mask>

https://dnsmadeeasy.com/support/subnet


bind9 bind9-utils bind9-
docs

bind9utils bind9-utils
bind9utils

https://www.kali.org/tools/bind9/


/etc/default/named
/usr/sbin/named -f $OPTIONS

bind9.service

named

/etc/default/named

bind9.service =-



-4

OPTIONS="-u bind"

OPTIONS="-u bind -4"





options {...}

none
any
localhost

localnets

acl trusted {
        10.70.50.0/24;
        localhost;
        localnets;
};

bind9-doc
/usr/share/doc/bind9/options.gz

named.conf
named.conf.options



options {...}

    allow-query     { trusted; };
    allow-recursion { trusted; };    # allow them to recursively query authoritative DNS servers for the queried domain

    forward only;    # don't attempt to contact other NS if forwarders not available
    forwarders {
        1.1.1.1;
        1.0.0.1;
    };

    listen-on port 53 { 127.0.0.1; 10.70.50.104; };
    listen-on-v6 { none; };

    auth-nxdomain no;    # conform to RFC1035 - yes/no answer authoritative if NXDOMAIN
    allow-transfer { none; };    # Do not transfer the zone information to the secondary DNS

bind9-doc
/usr/share/doc/bind9/options.gz

https://wiki.debian.org/Bind9


### Forward zones
zone "umdhomelab.local" {
    type master;
    file "/etc/bind/zones/umdhomelab.zone";
    allow-update { none; };    # no DDNS by default
};

### Reverse zones
# 10.70.50.0/24 subnet
zone "50.70.10.in-addr.arpa" {
    type master;
    file "/etc/bind/zones/10.70.50.zone";
    allow-update { none; };    # no DDNS by default
};

https://wiki.debian.org/Bind9


https://wiki.debian.org/Bind9




;
; BIND  file for forward umdhomelab.
;
$TTL    
@             SOA     druid.umdhomelab. . admin.umdhomelab. . (
                              ; Serial
                                  ; Refresh
                                   ; Retry
                                 ; Expire
                          )       ; Negative  TTL
;
; name servers - NS 
              NS      druid.umdhomelab. .

$ORIGIN umdhomelab. .

; name servers - A 
druid                     A       

; /
paladin                   A       

YYYYMMDDxx

$ORIGIN



;
; BIND  file for reverse .
;
$TTL    
@             SOA     druid.umdhomelab. . admin.umdhomelab. . (
                              ; Serial
                                  ; Refresh
                                   ; Retry
                                 ; Expire
                          )       ; Negative  TTL
;
; name servers - NS 
              NS      druid.umdhomelab. .

$ORIGIN .

; Name Servers - PTR 
           PTR     druid.umdhomelab. .

; PTR 
           PTR     paladin.umdhomelab. .





e resolv.conf

Generated by



NetworkManager

connection con sudo
systemctl restart NetworkManager

up down







bash-3.2$ telnet 1.1.1.1 53
Trying 1.1.1.1...
Connected to one.one.one.one.
Escape character is '^]'.

bash-3.2$ nc -vz -w 1 1.1.1.1 53
Connection to 1.1.1.1 port 53 [tcp/domain] succeeded!
bash-3.2$ nc -vuz -w 1 1.1.1.1 53
Connection to 1.1.1.1 port 53 [udp/domain] succeeded!
bash-3.2$ 



iptables nftables firewalld
ufw





git
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https://suddenlysixam.club/discord

