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(D)omain (N)ame (S)ystem
Acts as a translator for the internet

Translates human oriented domain names into IP addresses and vice versa

Each device has its own IP that other machines use to connect

Also useful for abstraction of resources
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Why a DNS server?
There are many many many many many IPs and hosts so it’s impossible to just know

Also it would be very slow if every computer needed to do its own manual search

Sometimes IP addresses change!
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Domain Names, URLs, IP addresses
URL: https://suddenlysixam.club/projects/dns.html

https:// - protocol

suddenlysixam.club - domain

.club - top level domain

/projects/dns.html - path
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DNS Queries
Ask a resolver for some information

Forward Lookup:

● Name -> IP (e.g. umiacs.umd.edu -> 128.8.120.33)

Reverse Lookup:

● IP -> Name (e.g. 128.8.120.33 -> umiacs.umd.edu)
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DNS Queries (Examples)
bash-3.2$ nslookup umiacs.umd.edu

Server:        128.8.120.19

Address:    128.8.120.19#53

Name:    umiacs.UMD.EDU

Address: 128.8.120.33

bash-3.2$ nslookup 128.8.120.33

Server:        128.8.120.19

Address:    128.8.120.19#53

33.120.8.128.IN-ADDR.ARPA    name = 
umiacswww-vip.umiacs.umd.edu.
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Types of DNS servers
Recursive resolvers → server that accepts user queries and makes additional requests

Root name server → top of hierarchy, determines where to search

Top Level Domain server → determines where to search at the domain level (e.x. .com)

Authoritative name server → gives IP address for requested address
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Recursive Resolvers (Example)
Recursion not allowed: Recursion allowed:
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DNS Hierarchy
DNS is hierarchical, not a single giant database

Root servers (.)

Top Level Domain (TLD) servers (e.g. .com, .org, .edu, etc.)

Authoritative servers

Resolvers

from: https://www.cloudflare.com/learning/dns/glossary/dns-root-server/ 

2025-09-23 Homelab Club at UMD

https://www.cloudflare.com/learning/dns/glossary/dns-root-server/


What happens when you make a query?
1. First check DNS cache for IP info
2. Send out a request that is received by a resolver
3. The resolver queries a root name server
4. The root name server returns which TLD server to search
5. The resolver sends another request to the TLD server specified
6. TLD server responds with which authoritative name server to search
7. Resolver sends request to name server
8. Name server gives the IP info
9. DNS resolver sends IP info to the original request location (e.x. Web browser)

10. Then it can do whatever it wants like make a web page request
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What happens when you make a query? (Example)2025-09-23 Homelab Club at UMD

(blame Megan for this slide)



Records
NAME  TTL   CLASS  TYPE DATA

faculty         3600    IN      CNAME   umiacswww-vip.umiacs.umd.edu.

The name is the record you are looking up. 

TTL (Time To Live) is how long this record may be cached for in seconds

Class is set to IN for internet queries

Type is the type of record

The data is type dependent but it’s going to be the data you were requesting
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Record Types
- A - These records hold IP addresses like 128.8.120.19
- AAAA - These records hold IPv6 addresses
- CNAME - These are like aliases and have another hostname
- MX - this provides the name of the mail handlers for the record
- TXT - This a generic string. There can be many of these for one name
- NS - This is used to indicate the name server(s) to talk to for the name. These can be 

chained
- SOA - Tells you about the admins of the name, generally only domains will have these. ie 

umd.edu will have one but not www.umd.edu
- SRV - used for service discovery.
- PTR - Used for looking up IPS returns domains. IPv4 and IPv6 don’t collide so only one 

type is needed for both.
- There are some less commonly used record types that we won’t discuss.
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IP Addresses
IPv4 (32 bit) → limited number of global IP addresses, uses NAT 

IPv6 (128 bit) → designed to solve IP space limits and for more modern services

NAT → network address translation, can map multiple private IPs to 1 public IP

Private IP → used for communication within network

Public IP → for communication outside of network, global

Localhost / 127.0.0.1 → your own computer!
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CIDR / Subnets / Netmasks
CIDR → classless inter-domain routing

IP addresses are made of a network prefix (MSB) and host identifiers (LSB)

Network prefix → identifies a whole network or subnet

Host identifier → marks specific host on network

CIDR works with variable length prefixes

Subnets → used to divide networks into parts using netmasks

e.x. 192.168.1.0/24 has 24 bit prefix and netmask 255.255.255.0
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CIDR / Subnets / Netmasks (Examples)
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CIDR 
Prefix

Binary (CIDR prefix = number of 1’s) Subnet Mask Total # of IP 
addresses

Example IP range:

/32 11111111 11111111 11111111 11111111 255.255.255.255 1 192.168.1.5/32
Single IP address: 192.168.1.5

/24 11111111 11111111 11111111 00000000 255.255.255.0 256 192.168.1.0/24
Network: 192.168.1.0
Usable: 192.168.1.1 - 192.168.1.254
Broadcast: 192.168.1.255

/22 11111111 11111111 11111100 00000000 255.255.252.0 1024 192.168.64.0/22
Network: 192.168.64.0
Usable: 192.168.64.1 - 192.168.67.254
Broadcast: 192.168.67.255

/16 11111111 11111111 00000000 00000000 255.255.0.0 65,536 192.168.0.0/16
Network: 192.168.0.0
Usable: 192.168.0.1 - 192.168.255.254
Broadcast: 192.168.255.255

/0 00000000 00000000 00000000 00000000 0.0.0.0 4,294,967,296 0.0.0.0/0
0.0.0.0 – 255.255.255.255

Network: identify subnet
Usable: available for use
Broadcast: send traffic to all on subnet at once



Static IP & DHCP
Static IP → permanently assigned, manual configuration

DHCP = Dynamic Host Configuration Protocol

DHCP → assigns temporary IPs and gives additional network info
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host / nslookup / dig / ping
Host, nslookup, dig are all commands that attempt to provide more DNS info

Ping - sends packets to a thing and sees if it gets a response
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>> host suddenlysixam.club
suddenlysixam.club has address 104.21.53.110
suddenlysixam.club has address 172.67.212.56
suddenlysixam.club has IPv6 address 
2606:4700:3031::6815:356e
suddenlysixam.club has IPv6 address 
2606:4700:3037::ac43:d438

>> ping suddenlysixam.club
PING suddenlysixam.club (104.21.53.110) 56(84) bytes of data.
64 bytes from 104.21.53.110 (104.21.53.110): icmp_seq=1 ttl=49 
time=7.61 ms
--- suddenlysixam.club ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time 0ms
rtt min/avg/max/mdev = 7.612/7.612/7.612/0.000 ms



Question, comments, concerns?
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